In the environment of the current trend towards digitalization of the world economy, the issue of the legal regulation of the institute of digital financial assets as well as the activity relating to the generation of these assets is of considerable interest. As practice shows, individual countries face the situation where these assets are already turning over, but there is still no legal regulation. This state of affairs may give rise to cases of illegal turnover of financial assets and fraud in this sphere. Presently, the geopolitical map on digitalization of the economy is fragmented. Some countries have recognized and legalized the turnover of digital financial assets, others have so far not adopted an unambiguous attitude with respect to this new institute, while a third group of countries has not even recognized their legal nature nor their very existence. This ambiguity raises many issues relating to the legitimacy of digital financial assets and the feasibility of the introduction of this new financial product. The article analyzes the state of the legal regulation of the institute of digital financial assets in the BRICS countries, considers the standpoints of legislators and scientists on the legal nature of these financial assets.
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Introduction
Introduction recent global changes in the field of financial technologies and operations have raised a number of important issues for the legislator in russia and abroad, including not only the need to determine the legal status of digital financial assets and the limits of their legal regulation, but also the possibility of their creation and use. Development of the digital economy at the state level is associated with the resolution of a number of fundamental issues in legal science in order to form a new regulatory legal environment. settlement of these issues will affect many spheres of legal regulation in modern society and the state, so it is important to choose the right vector of development, for which purpose it seems necessary to analyze foreign experience. earlier studies by individual authors addressed some of the aspects related to digital financial assets. Thus, the time of the emergence of cryptocurrency and the terms to be used were established. The past ten years have seen the creation of a new class of digital instruments that are not issued by a sovereign institution or commercial bank, are not denominated in a sovereign unit and do not have physical counterparts. since these instruments may be used as a currency, they are variously labeled "electronic cash," "digital currency," "virtual currency" or "cryptocurrency." additionally, the conclusion was reached that it is necessary to determine the essence and nature of cryptocurrencies as well as their legal status and functions, alongside cash and e-money. 1 The term "cryptocurrency" originally was used by the Bitcoin system introduced in 2009. Cryptocurrency is a type of digital currency whose operations are based on the methods of cryptography. The word "crypto" comes from greek, meaning "hidden" or "private. " Cryptocurrency, then, means money that is made hidden and private -and therefore secure -by means of encryption, or coding. The experience of the BriCs and european union countries in their regulation was 1 irina Cvetkova, Cryptocurrencies Legal Regulation, 5(2) BriCs law Journal 128, 152 (2018) . also briefly analyzed by various authors. 2 others focused solely on the analysis of the situation in the russian Federation. 3 at the same time, the considered field of public relations is itself subject to rapid changes, which makes it possible to identify new sides in solving problems related to the legal regulation of digital financial assets, and without depreciating the merits of the performed research, it should be noted that they leave a significant area for discussion and define the need for additional legal analysis. in this case, it seems most promising to focus on an in-depth analysis of the state of regulation of digital financial assets in the BriCs countries, since one cannot but agree with the opinion of the President of the russian Federation v.v. Putin, who pointed out that: in a very short time, this interaction format has proved its relevance and efficiency. Brazil, russia, india, China, and the republic of south africa more and more closely coordinate approaches to key issues on the international agenda, taking an active part in forming a multi-polar world order and developing a modern model of the global financial and trading system. 4 it is obvious that the rate of integration in strategically important areas, including the financial and banking sectors, is high. Thus, the new Development Bank of BriCs has already been created, the process of creation of BriCs Pay, a unified payment system, is under way, the creation of a cryptocurrency of BriCs is also on the agenda today. 5 at the same time, it should be noted that a unified approach to an understanding of digital financial assets and their regulation in the BriCs countries has not yet been developed, but each path taken by BriCs member states is interesting and unique in its own way.
Digital Financial Assets in Brazil
The sphere of legal regulation of financial technologies in Brazil is now emerging. Therefore, in considering digital financial assets one should refer to the bodies that are involved in the process of discussion and development of the main directions related to digital innovations and their influence on the well-established fundamentals of Brazil's monetary policy. First of all, this relates to the Central Bank of Brazil (BCB of so-called "virtual currencies" or "cryptocurrencies" and settlement of transactions therein. 6 This document points out that virtual money should not be confused with electronic money since the former is not a part of the national payment system and has its own method of denomination not related to the government, it is not guaranteed by the government, it is not secured, but based on trust and confidence that the market will accept and settle transactions therein. Therefore, the risks associated with using virtual currencies are imposed on the users. They are informed of the possibility of a sharp change in the price of virtual currencies, including in the case where the authorities apply measures of prudential regulation, or punitive measures against the users. it is separately noted that virtual currencies can be used in illegal activities. it is obvious that in this statement, the regulator expressed its distrust of cryptocurrency and concern about its use.
The market value for cryptocurrency was almost non-existent in Brazil during 2014. however, in 2017 it was estimated at us$2.5 billion. The number of Bitcoin traders in Brazil was twice as high as the number of investors registered on the sao Paulo stock exchange (Brasil Bolsa Balcao). as of December 2017, there were 619,000 registered users on the exchange. The three largest Bitcoin-exchanges of the country, which account for 95% of all cryptocurrency transactions in Brazil, had 1.4 million registered customers. in addition, there were Bitcoin traders who use foreign exchanges or trade offline. in particular, the number of Brazilian crypto-exchange mercado Bitcoin clients during 2017 increased by 275% and reached 750,000. The daily number of new users increased from 500 to 5,000. The largest Brazilian investment company, XP investimentos, plans to enter the cryptocurrency market and launch a brokerage Bitcoin-exchange. XP investimentos, which manages more than us$35 billion for about 500,000 customers, has already registered the company XDeX intermediacao lTDa with confirmed capital of us$7.3 million. Despite the optimism of investors, Brazil's government institutions are wary of cryptocurrencies. Brazilian legislation in the field of regulation on the use of virtual currencies has been steadily tightening controls since 2015. 7 Despite the ambiguous and even rather negative attitude towards cryptocurrency, it was still decided to pay special attention to the very technology of the blockchain underlying it. and disadvantages of its application, analyzes the experience of other countries, and also describes the experiments that were conducted by the authors of this report in relation to the technology in question. The study concludes that if its disadvantages are overcome, this technology could be useful for application across the state.
on 16 november 2017, the Central Bank of Brazil again issued a Warning on the risks associated with the holding of and negotiating in virtual currencies. 9 in this document, it was emphasized that no government body has issued virtual currencies or guaranteed them, and their value results exclusively from public confidence in the issuer of the cryptocurrency, which means that the users are at risk, especially since the entities offering their services for settlement of transactions in cryptocurrency are not licensed and are not controlled by the BCB. The Central Bank specified that virtual currencies are not legal tender and cannot be equated to electronic money. The document warns of liability in case of use of virtual currency for illegal purposes. it also notes that despite the keen interest in cryptocurrencies in the world, the BCB does not see the need to regulate them as long as there is no danger to the national financial system, although it will monitor the situation and warn about the risks associated with their use.
interestingly, on 19 september 2018, the securities Commission (Cvm) released a Circular containing explanations on the issue of indirect investment in cryptoassets by investment funds. 10 according to this document, the Cvm allowed these funds to make such investments with reference to overseas investments, for example, through the acquisition of quotas for funds and derivatives including assets traded in third-country jurisdictions, provided they are admitted and regulated in these markets. Thus, it is indicated that it is important to fulfill tax obligations and prevent risks associated both with settlement of the transactions and with engagement in fraudulent and other illegal schemes as well as compliance with the requirements set forth in this document.
Brazil's tax authorities also did not want to appear aloof when deciding the fate of cryptoassets in the country so, for example, from 31 october to 19 november 2018 the Federal revenue office of the ministry of Finance of Brazil (receita Federal do Brazil (rFB)) held public hearings on the provision of information regarding transactions in cryptoassets. 11 First and foremost, this was necessary for the purposes of tax administration and combating money laundering. a draft instruction was prepared. This instruction regulates the provision of information on transactions in Therefore, today in Brazil, not only has a ban not been imposed on transactions in cryptocurrencies, despite warnings from the Central Bank of Brazil about the risks associated with their use, but investment funds are even allowed to make indirect investments in them. and although cryptocurrency exchanges operate in the country, and there is no ban on transactions in cryptocurrencies either, at the same time, there is no legal regulation of this sphere of public relations, there is no consensus regarding cryptocurrency on the part of the authorized bodies and a waitand-see attitude aimed at studying the experience of other countries and world trends is observed. given the above, it seems that 2019 may be decisive for Brazil in deciding whether to ban or to implement cryptocurrency in the legal field.
Digital Financial Assets in Russia
The first significant legislative attempts in the russian Federation aimed at the legal regulation of the digital economy appeared just recently, about two years ago. They began in 2017, when the government of the russian Federation adopted the Digital economy Program (Decree no. 1632-p), according to which the government intended to render significant organizational support for the digitalization of russia. 12 subsequently, the Program Passport 13 was approved, and it is intended to continue until the end of 2024 (while it should be noted that Decree no. 1632-p has already ceased to be in force). a major step in the regulation of relations arising in the digital environment is the adoption in march 2019 of Federal law no. 34-FZ "on amendments to Parts one, Two and article 1124 of Part Three of the Civil Code of the russian Federation" 15 (hereinafter law no. 34-FZ), the provisions of which will come into force on 1 october 2019. The importance of this law lies in the fact that for the first time in the legislation of the russian Federation the framework provisions on digital rights and smart contracts are formalized, and also the background civil norms for regulation of circulation of digital rights, settlement and execution of transactions in the so-called digital environment as well as the use of significant arrays of impersonal information are defined. The main definition proposed in articles 128 and 141.1 of the Civil Code of the russian Federation is the concept of "digital rights, " which means the obligations and other rights, the content and conditions for the implementation of which are determined in accordance with the rules of the information system that meets the statutory criteria.
This concept is considered a legal analogue of the term "token" commonly used in the world. at the same time, a person who, in accordance with the rules of the information system, has the opportunity to dispose of this right shall be deemed the holder of the digital right. implementation, disposal, including transfer, pledge and encumbrance of this digital right by other means, or restriction of disposal of the right, is possible only in the information system without recourse to a third party. law no. 34-FZ also secured the so-called smart contracts, which are not a special type of contract, but only a type of terms and conditions concerning automatic performance of any civil law contract.
it should be noted that law no. 34-FZ does not provide for the definition of the legal regime of cryptocurrency, and the activity for generation of these assets in the territory of the russian Federation is not defined. We believe that this is primarily due to the fact that Draft Federal law no. 419059-7 "on Digital Financial assets" is under review by the state Duma of the Federal assembly of the russian Federation. The purpose of this draft is to determine the legal field around the relations arising upon generation (release), storage and turnover of digital financial assets, including cryptocurrency, as well as creation of the legal conditions for attracting investments by russian legal entities and individual entrepreneurs through the issuance of tokens.
The Bank of russia draws the attention of nationals and all players in the financial market to the increased risks associated with the use of and investment in cryptocurrencies. Furthermore, it points out that the majority of transactions in cryptocurrencies are settled outside legal regulation both in the russian Federation and in most other states. 16 another upcoming regulatory act in the field of digitalization of the economy is worthy of mention, namely the Draft Federal law no. 419090-7 "on alternative Ways of attraction of investments (Crowdfunding). " The purpose of this draft law is to regulate relations for attracting investments by business entities or individual entrepreneurs using information technologies. The draft law also defines the legal basis for the activity of investment platform operators relating to arrangements for retail financing, i.e. crowdfunding. The activity relating to arrangements for crowdfunding is to provide services for granting access to the information resources of the investment platform to its participants. These services consist in combining the demand for investment of the participants in the investment platform attracting investment and the investment proposals of the participants in the investment platform acting as the investors. The specified services are rendered using the investment platform, which is an information system on the internet. The result of the provision of services for arrangements for crowdfunding is the transfer of funds from the investor to the person attracting investments, which is mediated by conclusion of the contract using the investment platform and the imposition of relevant obligations to the investors on the person attracting investments. along with the conventional forms of legal relations between the investors and the persons attracting investments (provision of a loan, purchase of securities, acquisition of a member's share in the authorized capital of a limited liability company or a member's share in the share capital of a business partnership), the draft law proposes to use such a new form typical of the modern stage of development of crowdfunding relations as the acquisition of investment project tokens standing for certain property rights, which are recorded in the investor's name in a distributed database. For conclusion and performance of contracts between the investors and the persons attracting investments, the draft law allows the use of smart contracts. The document also provides for contractual regulation of relations concerning arrangements for crowdfunding, offering two options for contractual structures: on the provision of investment attraction services and on the provision of investment assistance services.
The provisions of both of the aforementioned draft laws, if adopted, as well as law no. 34-FZ are expected to come into force on 1 october 2019.
Despite the active work on the settlement of relations in the field of the digital economy, unfortunately, judicial practice, which so far has only begun to be formed, has not yet developed a unified position when considering cases in this sphere. The issue of qualification of cryptocurrency most commonly arises when the courts consider cases on bankruptcy of individuals, in the course of which disputes arise over the possibility of requesting information about the availability of the debtor's cryptocurrency and its inclusion in the bankruptcy assets. similar disputes may arise in the determination of the composition of the estate or division of the property of spouses. The positions of the courts on whether it is possible to recognize cryptocurrency as property currently differ. Case no. a40-124668/17 considered by the moscow City Commercial Court appears to be interesting in this regard. The ruling of the court of first instance of 5 march 2018 rejected the financial manager's request to include cryptocurrency in the bankruptcy assets and to force the debtor to provide the password to access the e-wallet. at the same time, the court specified that cryptocurrency does not pertain to objects of civil rights and is outside the legal environment. The ninth arbitration Court of appeal did not agree with such conclusions, overturned the ruling of the court of first instance and obliged the debtor to transfer the access to the e-wallet to the financial manager to include the digital assets in the bankruptcy assets. 18 according to the Court of appeal, in the context of article 128 of the Civil Code of the russian Federation, cryptocurrency can be qualified as other property. 19 Therefore, it can be noted that russia is actively developing along the path of gradual legalization of the institute of digital financial assets. however, as judicial practice shows, many more changes need to be introduced in certain regulatory legal acts to eliminate ambiguous and incorrect interpretations of the legal provisions governing this area of economic activity, as well as to create the conditions for the most comfortable development of entities performing this type of activity.
Digital Financial Assets in India
it should be noted that in recent years, the government of india has implemented many initiatives related to digitalization of the economy and helped to finance financial technologies. moreover, in 2014 the Pradhan mantri Jan Dhan Yojana program was launched, thanks to which the procedures for using fintech (financial technology) are systematized and simplified. in india, the Bharat Bill payment system was also developed for making cashless payments.
however, the issue of the legal regulation of digital financial assets remains open. it is important to note that this is a very expected event, the occurrence of which has already been postponed several times. The need to regulate cryptocurrencies and the activities of cryptocurrency exchanges is also strongly demanded by india's supreme Court. 20 at the moment, the indian authorities state that the draft law intended to settle the cryptocurrency sector, and developed by a committee consisting of representatives of several ministries, will be presented to the public in the very near future. 21 although the content of the draft law is still secret, given that india is also a member of the Financial action Task Force on money laundering (FaTF), it can be safely assumed that the draft law will take into account the provisions specified in Draft interpretive note to FaTF recommendation 15. 22 of course, this refers to those provisions that will be adopted in the final version. First of all, this concerns the risks associated with money laundering and the financing of terrorism that may arise upon performance of activities related to virtual assets, as well as the need for registration or licensing of the activities of the providers of services of virtual assets and control over them by the authorized bodies. Thus, a constructive exchange of experience and information in this sphere between the FaTF members should be ensured.
however, until the draft law is published, and while the Draft interpretive note of the FaTF is under discussion, we should refer to the few documents that presently affect the cryptocurrency sphere in india.
Thus, on 24 December 2013 the rBi issued a Warning on the risks for the users of virtual currencies 23 which specified that they were not authorized by any central bank or monetary authority, and their issuing entities did not receive any approval, registration or permit to perform these activities, which entail a significant number 20 P.h. madore, India's Supreme Court Sets 4-Week Deadline for Government to Regulate Cryptocurrency, CCn, 26 February 2019 (sep. 28, 2019 , available at https://www.ccn.com/indias-supreme-court-sets-4-week-deadline-for-government-to-regulate-cryptocurrency. of risks, including, among others: susceptibility to loss and impossibility of recovery; lack of an established framework for addressing customer problems, disputes or reimbursement; susceptibility to the volatility of their value; uncertainty of the legal status of cryptocurrency exchanges; and the possibility of violation of the laws on combating money laundering and financing of terrorism. at the same time, the rBi stated that work would be organized to ensure a more thorough study of this issue. on 1 February 2017, the rBi again warned about the risks associated with virtual currencies. 24 however, the statement was brief and, in terms of its content, referred to the text of the Warning of 2013 analyzed above.
on 5 December 2017, due to a significant upward shift in the valuation of many cryptocurrencies and the rapid growth of the initial offers of tokens, the rBi again expressed its concern about the existence and regulation of the cryptocurrency sector, wishing to draw public attention to this problem. it also stressed that it had not granted any licenses or permits to any entities to settle transactions in Bitcoins or any other virtual currencies. 25 on 29 December 2017, the ministry of Finance of india also published an official statement, 26 warning people against risks upon investment in virtual "currencies, " while comparing them to Ponzi schemes (fraudulent investment scams). First of all, the ministry pointed out that virtual currency is not legal tender, it does not have the legal status of currency and is not allowed as a medium of exchange; its price depends on speculative activity and is subject to volatility; and it is at increased risk of creating an investment bubble and being used for illegal purposes. moreover, it emphasized that virtual currencies do not have any regulatory authorization or protection in india and, therefore, investors and other players dealing with them shoulder all the risks and should avoid them.
it should be noted that shortly afterwards, in april 2018, the reserve Bank of india published a notice of Prohibition on Dealing in virtual Currencies 27 in which it prohibited banks and other financial institutions under its regulation and control from settling any transactions therein. The subjects already providing these services were given three months to withdraw from the relationship.
Therefore, it can be said that today only the reserve Bank of india has repeatedly expressed its official position with regard to virtual currencies. however, the rBi only aims to warn users and other entities about the risks associated with cryptocurrencies, but does not clarify the direction of india's policy in this sphere and the legal and economic nature of virtual currencies, nor does it show the possible ways of settlement of disputable situations, although it implies the regulator's concern that this area of public relations is not under strict control and a desire not to allow financial institutions that it controls to be involved in cryptosecurities. it appears that the publication of the draft law on cryptocurrencies will clarify the attitude of the government of india towards the regulation of cryptocurrencies, which will determine the further development of digital financial assets in the country and india's position on this issue within the framework of BriCs.
Digital Financial Assets in China
it is obvious that in the modern world financial technologies attract considerable attention from both the legislator and the potential users. China is not an exception, and in recent years a number of documents have been adopted to help arrangements for legal regulation in this sphere. Therefore, it seems that an analysis of the specified documents will make it possible to determine the position of China in this area of legal relations and to identify the prospects for its development.
at the same time, as regards digital financial assets, it should be noted that in China an ambiguous attitude has been formed towards the legal regime of certain varieties as well as the technologies underlying them. moreover, no uniform special laws have been developed. For example, Big Data technology is included in the legal field of China and is supported by the government for the purpose of further improvement and development, but under the laws of China it is not classified as a digital financial asset. Tokens and cryptocurrencies, on the contrary, tend to be limited by the authorities as a potentially dangerous segment since 2017. Thus, the blockchain technology underlying cryptocurrency has a high potential, which will have priority in development, despite the legal fate of cryptocurrency, although concerns about the safety of its use also still exist. so, the regulatory framework that establishes the legal regulation of financial technologies has been actively formed in China since 2015. The publication of the guidelines on Promoting Development of internet Finance 28 may be considered to be the starting point in this development. This document sets forth the basic ideas aimed at the regulation of online payments, online lending, online insurance, stock crowdfunding and online sales of financial products.
Therefore, it seems quite natural that in the 13 th Five-Year Plan for economic and social Development of China for 2016 to 2020 29 special attention was paid to this area. 28 Chen Jia, China's New Guideline Targets Internet Financing, China Daily, 20 July 2015 (sep. 28, 2019 , available at http://english.gov.cn/policies/latest_releases/2015/07/20/content_281475150612696.htm. 29 The 13 Part iii of this Plan (innovation-driven Development) contains provisions indicating the need for: development of well-regulated funding through the internet; creation of a mechanism for consolidation of statistics, risk monitoring and management; development of online finance and cross-border financing; and improvement of the system for protection of the rights and interests of the financial consumers. Part iv (The Cyber economy) specifies the main directions of development of the digital economy in China. They are related to ensuring fundamental understanding of the trends in the development of information technologies; the need to implement the national Cyberspace Development strategy; accelerating the development of digital technologies; and deepening the integration of information technology in economic and social development. evidence of the development of plans for future cyber-frameworks, cybertechnology systems and cybersecurity systems as well as the importance of breakthroughs in key Big Data technologies and cloud computing, independently controlled operating systems is not less important within the framework of the topic under consideration.
The national strategy for the development of cyberspace has already been implemented in the law on Cyber security, which came into force on 1 June 2017. 30 This law regulates the activities of network resources, and defines the rights and obligations as well as the liability of the participants of internet resources. The strategic objectives are as follows: protection of the sovereignty of security and interests of the country in cyberspace; ensuring a safe and orderly flow of information on the internet; improvement of global network connectivity; maintaining peace, security and stability in cyberspace; strengthening the international legal order in cyberspace; promoting the global development of the digital economy; and assistance in the deepening of cultural exchange and mutual learning.
in 2017, the notice of the Banking regulatory Commission, the main Department of industry and information Technology, the Central internet office of the People's Bank of China "on Prevention of Financial risks associated with issue of Tokens" 31 (hereinafter the notice) was made public. according to the notice, tokens are virtual currency, virtual money used upon financing the issue of the same, which are not issued by monetary authorities, do not have such monetary properties as compensation and obligation, do not have legal status equivalent to currency, and cannot and should not be used as a currency for circulation on the market. as a result, trading platforms for tokens were subject to closing, and financial institutions and non-bank payment institutions were forbidden to settle transactions related to financial transactions for issue of tokens and their insurance coverage.
on the one hand, due to the provisions contained in the notice, the legal status of tokens and cryptocurrencies in China was established. since prior to the entry into force of the notice cryptocurrency in China was considered to be a commodity, and cryptocurrency exchanges (and other websites related to digital currency) were to be registered with the Telecommunications Bureau, taxes were assessed in accordance with the rules typical of a commodity: transactions in cryptocurrency were subject to income tax, profit tax and capital gains tax, and sales could be subject to the value added tax (vaT). 32 on the other hand, since 2017 cryptocurrency and payment and exchange transactions in cryptocurrency have been banned, which could not but affect the market and the entities involved in its creation and circulation.
it seems interesting that despite the prohibition, economists note that there is a strong effect of the Chinese yuan on all the cryptocurrencies analyzed, if we consider that only for Bitcoin the Chinese yuan did not pass the significance stage of the multivariate regression. There is no doubt that three fiat currencies (Thai baht, Taiwan dollar and Chinese yuan) are strongly connected to the six major cryptocurrencies currently available to investors in the world. 33 This indicates that China should not be left out of account when deciding on the place of cryptocurrency in the world legal order. moreover, as of today, the prohibition on cryptocurrencies has not been canceled; the miners continue their work on the mining of digital assets. additionally, blockchain technology has become legally regulated, in particular, the consolidation of the rule on the need to register real user names using a national identity document or telephone number as well as to check content and store user data. 34 in general, the law stipulates that China values justice, openness and competition in the market. Continuing its own development, China stands for cooperation and common benefits, and undertakes to promote investment, trade and the strengthening of the digital economy throughout the world. an open and secure environment for the digital economy so that the internet will serve the economy and innovation. China calls for fair, reasonable and universal access to the internet, popularization of internet technologies and diversity of internet languages, and seeks to expand cooperation and exchange with other countries and regions in the sphere of cybersecurity and information technologies, to develop and innovate internet technologies, and to ensure equal distribution digital dividends and sustainable cyberspace development. 35 and according to the national Bureau of statistics of China, in 2018 investments in high-tech industries increased by 14.9% as compared to 2017, and investments in industrial and technological transformation increased by 12.8%. 36 Thus, in 2017 investments in high-tech industries reached 4,291.2 billion yuan, which is 15.9% more compared to 2016, while investments in industrial technological transformation amounted to 10,591.2 billion yuan, having increased by 16.3%. 37 Therefore, the objectives set forth in the strategies and developed in the laws have already started to be implemented in practice and obtain financial support, which shows the interest of China's leadership in developing the sphere of financial technologies and the safety of their use as well as ensuring interstate cooperation in the global space, including within the framework of BriCs. Thus, at least it is possible to say that the common legal framework for the digital economy and its security is being actively created. Within this framework, in the future it will be possible to create or isolate a direction related to digital financial assets, but today China is purposefully developing the technologies that underlie digital financial assets, while tokens and cryptocurrencies remain prohibited. at the same time, the logic of the legislator is clear: it is necessary to impose a ban until a safe environment is created, risks are limited and protection of the users and the investors is established. however, one should not forget that the presence of risk is not a reason for prohibiting the emergence and development of new public relations, but the need for their competent settlement. it is another question as to whether there is a need for their development.
Digital Financial Assets in the Republic of South Africa
unlike China, the republic of south africa does not have regulations that directly prohibit cryptocurrency and transactions therein. on the contrary, this trend is flourishing in the country. it is important to note that in the republic of south africa 35 international strategy of Cooperation on Cyberspace, supra note 30. there is the FinTech program, which is a pro-fintech innovation. important activities in the field of distributed ledger technologies (DlT) and digital currencies are performed. various startups have developed products secured by virtual currencies, for example the "contracts for difference" that refer to cryptocurrencies as a base product. The number of cryptocurrency exchanges has increased, while the existing ones have expanded to offer new cryptocurrencies. 38 nevertheless, digital financial assets have not yet found their positive legal regulation, although in the future it is planned to take this sphere under control. it is noted that no primary or secondary legislation pertaining to virtual currencies has been promulgated in south africa. no public consultation by which parliament and provincial legislatures consult with the people and interested or affected individuals, organizations and government entities before making a decision has taken place in respect of virtual currencies in south africa. 39 it should be noted that in 2014 the first public statement on virtual currencies 40 and the position of the reserve Bank of the republic of south africa (sarB) on this issue were published. They contained general information on virtual currency, provisions on distinguishing it from legal tender, and a warning on risks and liability. 41 Then, in order to establish taxation on such a dynamically developing market, on 6 april 2018 the south african Tax service (sars) posted information on its official website, according to which the standard income tax rules shall be applied to cryptocurrencies, while sars considers cryptocurrencies to be intangible assets, and income received or accumulated as a result of transactions in cryptocurrency may be taxed on the income account in the "gross income" section, or as capital in kind. in the future, it is also planned to revise the approach to vaT for cryptocurrencies. 42 The intergovernmental FinTech Working group (iFWg) was established for a more detailed study of this issue. Currently, the iFWg activities have begun to bring results. Thus, in early 2019 an advisory document drafted by the group and regsblad 1978, 1988, 1989 (2015 containing proposals on cryptocurrencies 43 was published. it defined and classified cryptocurrencies, analyzed the risks and benefits of their use, and identified problems and approaches to the legal regulation of cryptocurrency. in particular, this document proposes to use the term "cryptoassets, " meaning digital representations or tokens that are accessed, checked, wherein transactions are settled, and that are electronically traded by a community of users. Cryptoassets are issued in an electronic form by decentralized organizations and do not have the status of legal tender, therefore, they are not considered to be electronic money either. Thus, there are no statutory compensation measures related to them. Cryptoassets can be used by the users of cryptoassets for payments (exchange of value) and for investment purposes. Cryptoassets may function as a medium of exchange, and/or unit of account, and/or store of values in the community of the users of cryptoassets.
as a result, we may conclude that the republic of south africa proposes digital financial assets to be designated by the term "cryptoassets" and establishes a common understanding and regulation for them, while maintaining a global approach that they cannot have the status of legal tender in the country, and their legal regime should be distinguished from that of electronic money.
The classification of approaches to the legal regulation of cryptoassets given in the iFWg document also seems interesting. according to the document, 150 countries in the world have not yet made a decision on their legal regime and hold the position of ignoring their existence, three countries have officially recognized their existence, but have not developed an approach to regulation (this group includes the republic of south africa), twenty-five countries have official recommendations for combating cryptoassets, five countries have guidelines for their use, three countries have developed conditions under which they can be authorized, and eleven countries have imposed a prohibition or ensured integration into the legal environment. Based on these indicators, we may say that the republic of south africa has adopted a progressive approach in recognizing the need to regulate this sphere of public relations and may well join the group of countries that have developed their attitude towards digital financial assets in the near future; and given that China has already developed a position, and Brazil, russia and india will also soon come to a consensus on this issue, it will, in the near future, likely be possible to talk about the possible formulation and settlement of a number of related matters at the BriCs level.
The republic of south africa does not currently intend to prohibit the purchase, sale or ownership of cryptoassets or to prohibit cryptoassets for payments, but reserves the right to change its political position; that is to say, the monitoring of the situation continues. in the meantime, the objectives have been developed, such regulatory principles as the risk-based approach, technology neutral and primarily principles-43 iFWg -Crypto assets regulatory Working group, Consultation Paper on Policy Proposals for Crypto assets (sep. 28, 2019), available at https://www.resbank.co.za/lists/news%20and%20Publications/ attachments/9037/Car%20Wg%20Consultation%20paper%20on%20crypto%20assets_final.pdf. based, and a unified regulatory approach are proposed. The iFgW also proposes to protect investors, first of all, to officially authorize the service providers with regard to cryptoassets operating in the republic of south africa either by registration or by licensing their activities. Thus, they will have to comply with the rules on combating money laundering, which means the need to identify their customers. it should be noted that this is consistent with the provisions set forth in the previously mentioned Draft interpretive note to FaTF recommendation 15. 44
Conclusion
one cannot but agree that the emergence of cryptocurrencies and their active popularization in the world, on the one hand, and the uncertainty surrounding their legal nature, on the other, may have a considerable impact on the national economy due to the need for consistent maintenance of the balance of payments. modern international processes have such a strong influence on the modern world economy that the economic decisions of individual countries, regardless of their type, influence each other, as well as the overall global development trend. 45 The performed study on the legal regulation of digital financial assets in the BriCs countries shows that currently there are different approaches to their regulation and the regulation itself in these countries is at different stages. all of the countries agree that it is no longer possible to ignore their presence in the modern world, and thus it is necessary to clearly define the legal regime for their use. For these purposes, research and experiments are performed, possible consequences are analyzed and suggestions are made to prevent anticipated risks. The first steps are aimed at the protection of the population against fraud in this sphere. Thus, in the case of a prohibition on settlement of transactions in digital financial assets, an orientation towards identifying and punishing the guilty parties is formed. and if the transactions in digital financial assets are permitted, it has been shown that it is necessary to establish requirements and restrictions on these transactions, identify the providers of these services, determine the procedure for their registration or licensing and establish a clear difference between digital financial assets and legal tender.
all the same, while there are still a number of other issues and tasks that require understanding and legal regulation -for example, consolidation of the principles of the legal regulation of digital financial assets, creation of new mechanisms to reduce the risks associated with the ownership and circulation of digital financial assets, establishment of liability of entities involved in this kind of relationship, etc. -it can be stated that this institute is supported by the majority of the BriCs countries that 44 FaTF, Public statement, supra note 22. do not intend to completely prohibit the purchase, sale or ownership of cryptoassets, turnover of smart contracts, etc. and it seems that over time this will make it possible to develop a common BriCs policy with respect to digital financial assets as well as to create a platform for dialogue on improvement of the regulation of this sphere of legal relations, which, undoubtedly, is already transnational in nature. still, only time will tell how it will ultimately affect the global financial system, money turnover and judicial practice.
